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1. Introduction

This user manual describes the eAMB service which is provided by Entaksi Solutions SpA, hereinafter referred to as "Entaksi".

The eAMB service is used to manage the entire process of creating, sending, preserving in compliance with the law and
consulting the Form of Waste Identification (FIR).

eCON Digital Preservation Service is the system on which eAMB is based. It is provided by Entaksi.

Entaksi is listed among the Qualified Preservation Service Providers according to the requirements defined by the National
Cybersecurity Agency (ACN).
The Storage System complies with the AglD directives on reliability, security and data protection. It has the following features:

o Completeness - presence of any uploaded document.
e Robustness - consistency guarantee of the data entered.

Scalability - ability to manage an increasing number of users and documents.

Security - protection from unauthorized access and manipulation of data.

Reliability - independence from hardware failures.

Clarity - easy consultation according to various search criteria.

Digital storage is based on supports with characteristics of high reliability and high permanence of data, and its duration is
established in the service contract.

Entaksi is registered, through its branch Entaksi Solutions SpA Irish Branch, as a Trust Service Provider by the DCCAE -
Department of Communications, Climate Action and Environment, Ireland.

Entaksi is a trust service provider for:

¢ Issuing qualified certificates for electronic signatures and seals.
¢ Creating electronic time-stamps.
¢ Long-term preservation of electronic signatures and seals.

Entaksi issues qualified certificates for the following uses:

¢ Qualified certificates for electronic signatures.
¢ Qualified certificates for electronic seals.
¢ Qualified certificates for time-stamping units that issue qualified time-stamps.

This qualified certificates are also used within the service eAMB. For a detailed description of all the features of the qualified
services offered by Entaksi, you can consult the page "Documentation" within the corporate website.

This manual describes:

e how to access the service and how to use it;
¢ all the functions provided by the service;
¢ information security procedures.

This manual represents the main reference for the description and regulation of each aspect of the service, including the
management of communication between Entaksi and the Customer.

eAMB is available in SaaS (Software as a Service) mode, and it can be reached through the web interface hosted on the
Console provided by the Entaksi. It is therefore not necessary to install any software to use the service, just use a browser
compatible with modern standards.

Entaksi reserves the right to make changes and updates to the document necessary for the adaptation of the service to
regulatory and organizational changes, reporting the extrems in the initial block "Revisions".

Back to top.

1.1. eAMB service features

eAMB allows you to manage, to send and to preserve documents in accordance with the fourth copy of the FIR.
The features of the eAMB service are:

e acquisition of the scanned fourth copy of FIR, completed with all the manually annotations made on the original paper;
o formation of the corresponding electronic document, i.e. a "copy by image of an analog document";
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¢ sending the electronic document by PEC to the waste producer;

¢ sending the formed electronic documents for preservation, thanks to the formation of the Submission Information
Packages (SIP) with related attributes;

¢ release of the digitally signed Deposit Receipt;

¢ archiving and indexing of documents based on the defined attributes;

e execution of the storage process which provides the creation of the Archival Information Packages (AIP) the index
generation according to the UNI 11386:2020 SiNCRO standard, the affixing of digital signature and timestamp, the saving
of the Archival Information Packages on a support with characteristics of high reliability and permanence of the data and
finally the extension of the signature validity until the term of documents preservation.

The digital preservation phase is managed through eCON service by Entaksi, which uses technological infrastructures that
meet the high reliability requirements required by law (in particular: the OAIS Reference Model ISO 14721, the Information
Security Management Standard ISO/IEC 27001, the EU legislation about data protection, Italian laws on digital preservation
such as DPCM 3 December 2013 concerning the technical rules on the preservation system).

Through eCON service you can upload digital documents into the preservation system, you can digitally sign them and you
can ensure their preservation in compliant with law. Thanks to the service interface, it is possible to know the status of the
documents, to access the consultation function, to search for the data of interest and to obtain DIP for the required
documents.

Regarding the document access component, the service is integrated by a customized management software eDOC based on
Alfresco Community Edition.

The eAMB Service is structured as follows:

A ] ] : _dd8 Gestione
Acquisizione Copia per Invio tramite Invio in ; .
— PR RE . documenti Conservazione
scansione immagine di PEC al conservazione e — Ap—
quarta copia documento produttore dei del documento tramite porie e
FIR . analogico rifiurti | informatico indicizzazione |

Figure 1. eAMB service.

All operational phases of eAMB service are described in the following chapters.

Back to top.
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2. Roles and responsibilities

In this chapter is defined the designated community of the preservation system, as characterized in the Standard ISO/IEC
14721:2012 OAIS (Open Archival Information System). This standard provides an open information system model for the
management and long-term preservation of information content, and it is applicable to any type of archive. The chapter also
defines roles and activities for each service manager.

The eCON Digital Preservation Service provided by Entaksi labels the roles defined below, in accordance with the document
"List of professional profiles for digital preservation" published by AgID on the basis of Circular no. 65/2014 (G.U.n.89 of
16/04/2014). The role of Preservation Manager is also specified in the D.P.C.M. 3 December 2013, articles 6-7.

The legislation defines "Producer" people or client systems who provide the information to be preserved, responsible for
creating the Submission Information Package (SIP) and its sending to the preservation system. The Producer receives a
confirmation of the SIP reception or an error resulting from the SIP submission.

The legislation defines "Preservation manager" as the natural person who defines and implements policies necessary for
document storage, and he is responsible for managing documents. The Preservation Manager entrusts Entaksi with the digital
preservation service in accordance with IT documents, as well as defined in the contract. In Public Administrations, the role of
the Preservation Manager is played by an internal manager or a formally appointed internal official.

As specified by the D.P.C.M 3 December 2013, "The preservation can be entrusted to an external subject, according to the
organizational models referred to in art. 5, through a contract or service agreement that provides for the obligation compliance
with the preservation manual prepared by its manager.".

A "Consumer" or "User" is defined as people, or client systems, who interact with the Preservation System, within the limits
indicated in the General Conditions of the Service and permitted by law, to find preserved information of interest and to
access them in detail.

The Entaksi Digital Preservation Service is made up of various "Managers", each of whom covers a very specific role in the
company and in particular in the service, in order to better guarantee the reliability of the system without overlapping
activities and with compartmentalization of roles:

Preservation Service Manager.

Archival Function Manager.

Data Protection Manager.

Preservation System Security Manager.
e Preservation Information System Manager.
¢ Preservation System Development and Maintenance Manager.
eAMB is based on the eCON Storage System, and therefore provides the same roles and responsibilities.
The service is managed by the Preservation Service Manager. His tasks are described in the paragraph eAMB Manager tasks.

Data relating to the identifiers and specific roles covered by the various managers of the Preservation Service eCON are
available in the eCON preservation manual, published both on the Agenzia per I'ltalia Digitale website and on the Entaksi
Website.

The roles are represented in the following diagram.
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Entaksi

CEO

Preservation
— Service Manager Service
Manager
Preservation Archival Preservation System Preservation Data
Information Function Development and System Protection
System Manager Maintenance Security Manager
Manager Manager Manager
— SOES SOSI

Figure 2. Roles and responsibilities.

Entaksi Solution SpA is responsible for the provision of the service, and the Preservation Service Manager is the role
appointed for the service delivery tasks. Preservation Service Manager can rely on the structures described in the following
paragraphs to carry out his duties.

Back to top.

2.1. Service Delivery Operational Support (SDOS)

Service Delivery Operational Support (SDOS), Service Delivery Operational Support, is a Entaksi’'s department with the aim
of collecting information and problem reports from customers (Producer and Users) and from the internal structures involved
in the provision of the eAMB Service.

The SOES is managed by the Preservation Service Manager and the Preservation Information System Manager, and it is
responsible for the collection and handling of reports coming from users of the service. Reports are entered in Entaksi's
ticketing system, and are categorized by type into one of the following classes:

e incident;

e service request.

<r > Customers can send reports and requests to the eCON Service by e-mail at assistenza@entaksi.eu.
- SDOS is active from Monday to Friday from 09:00 to 18:00.
Back to top.

2.2. Information System Operational Support (ISOS)

Information System Operational Support (ISOS), IT Development Operational Support is managed by the Entaksi ICT
Manager (also Preservation Information System Manager), and it aims to ensure the correct functioning of Entaksi’s
technological and software infrastructure and the preservation system supported by it.

Upon indication of the eAMB Manager, SOSI keeps the IT infrastructure and application up to date according to Entaksi's
preservation policies and customers needs, in compliance with current legislation and international standards.
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It works closely with SDOS to manage any malfunction report.

SOSl is active from Monday to Friday from 09:00 to 18:00.
Back to top.

2.3. eAMB Manager tasks

V.1.4.0

The following table shows the Preservation Service Manager's tasks and how these tasks are performed:

Table 1. Tasks.

Preservation Service Manager

How is performed

Management tasks: defines the requirements for the
provision of the Service, organizes the content of the storage
media and manages the security and traceability procedures
that guarantee the correct delivery of the Service.

These tasks are performed by Entaksi’s ICT staff, through the
functions made available by the system software.

Activities monitoring task: archives and keeps available the
access using system processing procedures and processing
logs.

These tasks are performed by Entaksi’s ICT staff, through the
functions made available by the system software.

Maintenance and control tasks: checks the correct execution
of the application software procedures and updates the
service after the bug fixing or the change request.

These tasks are performed by Entaksi’s ICT staff, through the
use of a software management system with which maintain
the software versioning.

System check tasks: verifies the correct functionality of the
system and the software managed.

These tasks are carried out by Entaksi’s ICT staff, who
periodically check system’s functionalities.

System safety tasks: guarantees the mandatory measures for
the physical and logical security of the Service and for the
creation of security copies.

Physical and logical security refers to the Entaksi systems and
networks security. It is in compliance with the Entaksi
Security Plan policies. Safety copy creation activities are
carried out by Entaksi’s ICT staff.

Periodic check of system accessibility: periodically verifies
the accessibility of the Service, and guarantees assistance to
users and staff.

These tasks are performed by Entaksi’s ICT staff, through the
functions made available by the system software.

SLA compliance check: periodically checks the compliance
with the SLA guaranteed to the Customer.

These tasks are performed by Entaksi’s ICT staff, through the
functions made available by the system software.

O

NOTE: The Service Manager is not responsible for the content of the individual documents, which are
inserted and managed directly by customers.

2.4. Service management responsibilities

Table 2. Responsibilities

| 3 entaksisorumons

Service Manager Customer eAMB
Manager
Generation of data necessary for the Service provision R
Data and documents entry R
System'’s availability to recept and process the data sent R
Data consistency check R
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Service Manager Customer eAMB
Manager

Management and periodic update of system software and DB R
Execution of application management activities R

Check of elaborated data R

Search and browse of documents managed via web interface R

Use of elaborated data R

Errors or malfunctions reporting R

Backup generation and safe storage R
Periodic check of system accessibility R

SLA compliance check C R
R indicates the manager responsible, C who collaborates in carrying out the activity.

Back to top.

ISO 9001 | ISO 20000-1 | ISO 22301 | ISO 37001 Pag. 8 di 94

I 1 ENTAKSISOLUTIONS ISO 27001 | 1SO 27017 | ISO 27018 | ISO 27035

ETSI 319 401 | ETSI 319 411-1,2 | ETSI 319 421 | ETSI 119 511



UM eAMB en 20230516 User manual V.14.0

3. Entaksi Console registration procedure

eAMB service can be accessed after a user registration to the Entaksi system Console, which is reachable at the address
https://entaksi.eu/console

The web interface allows you to access all Entaksi’s services. All the different services can be used combined or individually
from this interface. Entaksi’s services are described on our site.

In order to access to the chosen service, each user must be registered on the Entaksi Console platform. He can log into the
desired service using his registered credentials (username and password). Credentials are unique for every service provided by
Entaksi.

The registration platform complies with the OAuth2 standard which guarantees high levels of access and credential
protection.

The access to services' functionalities is subject to the completion of the contract.

In order to register himself, the user must therefore access the Entaksi Console and click on the link "Register" placed next to
the question "New User?".

English v
Log In
Ermnail
. Sign in with Apple
Password ~
«7 Sign in with Google
O Remember me Forgot Password? =. Sign in with Microsoft

Figure 3. Sign in.

Into the following form the user must enter his personal data: name, surname, NOT PEC email if not enabled to receive non-
certified email, username and password.
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English v

Register

First name

Last name

Email

Note: do not use 5 certified email address unless it is able to recefve

ardinary emails too.

Password

Confirm password

Back to Login
Figure 4. Inserimento dati.
ATTENTION: in order to be able to send the verification email it is required that the email address
o indicated in the registration form is NOT a PEC address as not all PEC mailboxes are enabled to receive

non-certified email, and so the verification message should not reach its destination.

Once the information has been entered and the "Register" button is clicked, the data is stored but the user is not yet active as
the verification of the entered email address has yet to be performed.

The system automatically sends an email to the address indicated during registration, containing a link that the user must
click to complete the registration procedure.

Dear Mario Rossi,

it has been created an Entaksi Solutions Srl account with your email address.

To confirm and complete the account registration procedure, click on the button

If this should not work, copy and paste the following link in your browser's

below.

navigation bar:

Figure 5. Email confirmation.
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For security reasons, this link is valid and active for 360 minutes (6 hours) from the sending. After this time it will no longer be
usable. If necessary, see the paragraph Resend registration link and password recovery. If the registration is not completed,
the data will be deleted from the systems within 7 days.

Once confirmed by clicking on the email link, the user is directly redirected to the activated service. From this moment it is
possible to access the service entering the name and password previously chosen.

3.1. Single Sign-on access

Single Sign-on access is also available by Google, Apple or Microsoft account.
In this case, the user has to click on the appropriate button of the desired service on the right part of the screen to log in.

Once the account has been selected and logged in, the system acquires the user data directly from the external service,
proposing the email verification message again and sending the email to the selected address.

The email confirmation procedure is the same as for standard registration.

Back to top.

3.2. Resend registration link and password recovery

In the event that the verification email has not arrived or more than 360 minutes have elapsed since receipt, the user can get a
new message containing the confirmation link by logging back to the page of the service and entering username and
password chosen during registration.

The system will not allow access yet, but will send a new confirmation email.
In case of loss of the password the recovery is possible by accessing the login page and clicking on "Forgot Password?".

On the proposed form the user must indicate username or registration email, and the system will send a message to the
registered email address containing a link to start the password recovery procedure.

3.3. How to access the Service

The Service is available using the following browsers:

Google Chrome
Mozilla Firefox

Safari

Internet Explorer
¢ Microsoft Edge

To ensure security during the transfer of information, the connection involves the use of TSL protocols.

Back to top.

3.4. User settings management

From the eAMB service access link:
o https://entaksi.eu/console
it is possible to view the user profile settings by clicking on the user name at the top right.
By clicking on User settings in the menu, it is possible to view the user data and make changes related to:

e Account: it is possible to change the name and the surname of the user displayed and the login email (it will require a new
confirmation via email).

Password: the user can enter a new password.

Authenticator: a QR code is available for mobile applications such as FreeOTP and Google Authenticator in order to
activate two-factor verification. This will add an additional security code generated by these applications after each access.
On first use, the user has to scan the QR with the smartphone and to enter the verification code.

Related accounts: here it is possible to connect a Google, Apple or Microsoft account.

Sessions: from this tab it is possible to check the sessions currently active for the user, with the referred IP address,
starting time, last access and type of open application. If unauthorized sessions are detected, it is possible to interrupt
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them by clicking on "Log out all sessions", log back in, and set a new password.
o Log: the list of all the sessions opened by the user in the last two months is available here.

Back to top.
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4. eAMB Console

eAMB service is available on Entaksi Console, the web application that allows you to upload digital documents, search them
within the storage system and download Dissemination Information Packages (DIP), which contains legally-compliant
documents and proofs to be exhibited in the event of inspection or control.

Through the Console you can access the eAMB service in SaaS mode.

V.14.0

The Entaksi Console is a flexible and configurable application. Through the configuration tools, each user can be set on

different roles and different levels of data visibility.

The interface has a left side menu from which you can access your reference company or a list of companies if you are
associated with more than one.

4.1. Dashboard

The page is divided into "My services" and "Preservation system".

All contracted services are displayed in "My services" section.

By clicking on each service button, the main page opens.

My services

Preservation system

Document management

Service for document workflows
management

Digital preservation

Long-term digital preservation system of
electronic documents, signatures and seals,
qualified by Agenzia per I'italia Digitale
(AgID) and compliant with elDAS Regulation

Electronic invoices

Service for the receipt and transmission of
electronic invoices to and from the Sistema
di Interseambio (Sdi)

Invoices editor

Service for drafting and managing electronic
invoices

Figure 6. My services

Qualified electronic and digital
signature

Service that provides the creation of simple,
advanced and qualified electronic signatures
compliant with current European and Italian
legislation (eIDAS / CAD)

Computer protocol

Service for the management of the computer
protocol

Waste identification forms

Service for the management and the
archiving of waste identification forms

Uploading documents

Submit your documents to the eCOM digital
preservation system and to the eDOC
document management system

Payroll documents (LUL)

Service for the management and the
archiving of payrolls (LUL)

Digital preservation manual
Service for creation and archiving of the
AgID compliant customized digital
preservation manual

The "Preservation system" section presents a summary of the archive status, with the quantity of space disk occupied,
number of documents and files uploaded.
Below there is a summary of the latest uploaded documents divided into three sections Submission Information Packages,
Archival Information Packages and Dissemination Information Packages.
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Dashboard

My services Preservation system

" - _

Submission Information Packages Archival Information Packages ® Dissemination Information Packages ®

There are no SIP There are no AIP There are no DIP

Figure 7. Preservation system.

By clicking on the button the eAMB service page opens where all the packages in the system are listed, not just the last
ones.

By clicking on the single package, its detail page opens.

4.2. Console tables

Entaksi Console contains several tables that allow you to navigate and to search data quickly.

By clicking once the row, it is highlighted, and it is possible to scroll the list with the keyboard directional arrows, both on
rows and columns. The selected row can be opened by pressing the enter key or by clicking on it.

Thanks to the breadcrumb on the top left of the page, you can go back to the previous table and the selection stays kept.
In case the table has many rows, this function is particularly useful and it allows you to navigate the contents without losing
the sign on the list.

For all system tables, two functions are particularly useful to have an immediate search within the list: the Filters and the
Sorts.

eCON > Submission Information Packages

Submission Information Packages |ﬁ Q E
Description URN 1] Submission date 1| Processing date 1| Format T| Status 1| W
Mo elements

0 total elements <« < ? > 10

Figure 8. Table filters and sorts.

By clicking on the column header on the T, icon you can sort the list in ascending order (and in this case the icon becomes
1) or in descending order (and in this case the icon becomes |=).
There are several types of available sorting:

¢ By date: data will sort with respect to the date.

e By number: data will sort with respect to the numerical value.

o By text: data will sort alphabetically.

¢ By list: data will sort with respect to the order of the list elements.

In order to filter data, you have to click on the icon Y on the desired column.
A form opens and you can enter the desired filter.
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Description 7| | Y Creationdate 7| Y/

No elements Description

Filter...

Close

Figure 9. Filter example.

By entering the criterion and clicking the "Close" button, the list filters and the icon turns colored ( @ ). It indicates the
presence of a criterion.

Hovering with the mouse over the icon a tooltip displays the criterion without entering in the form again.

By clicking on the delete filter button ( ‘ ¥ ‘ ) placed at the top right next to the box search, you can massively eliminate all the
filters and orders of the list. o

On the other hand, if you have several filters set but you need to delete a single one, you have just to click on the "filter" icon
again, enter the form, delete the criterion and click the "Close" button.

Various filter types are available:

e By date: you have to enter a valid date or choose it directly from the calendar by clicking on the right icon.
e By text: you have to enter the text inside the box.
e By list: they are filters that are applied by choosing an option from those in the list.

At the top right, there is an additional filter "Search" box which allows you to perform a selection with respect to the entered
value not on a specific column, but on all columns in the table.
This function is available only for text and number data, it is not available for date and list data.

The search keys also filter the counts of the buttons on the bottom of the page (eg: if the company has a total of 100 SIPs and
the you search in the "Status" item only those rejected, finding 2, also the count at the bottom of the page will show only the
total number of rejected SIP, namely 2).

The made searches are recorded in the browser cache: so, the search key will preserve. o
In order to have all the available data, it is necessary to clean all the search keys by clicking on the delete filter button ( ‘ X ‘ ) or
by cleaning each search key.

WARNING: this useful feature of preserving search keys during site navigation by saving them in the

browser cache implies that, in case of service updates, saved information may not be consistent with the
o new version of the console.

We therefore recommend to clear your browser’s cache with each update, in order to avoid any

malfunctions.

With |i| button it is possible to include or to omit the displayed columns in the list. In fact, by clicking on it, the list of
available columns is displayed. By clicking on the column of interest, if it is displayed, it will hide. Otherwise, if it is hidden, it
will display.

Any column view changes are logged in the browser’s cache, therefore they are preserved.

4.3. Console Menu

The Entaksi Console Menu is located on the left side of the page.
The menu is dynamic: exclusively the items relating to the contracted services and functions appear.

The side menu display is minimized by default: only the icons identifying the service and features are visible.

To view the fully open menu with the description of the main items, it is necessary move to the sidebar with the mouse.

If you wish to block the side menu in full view, click on @ icon.

To view the sub-items of each menu, click on the scroll arrow  :a drop-down menu opens and by clicking on each item the
respective page is displayed.
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To unlock the menu and close it laterally, click on @
By clicking on each single menu item, the page is displayed on the right side.

WARNING:For quick access to Entaksi services, it is recommended to bookmark the main page link
o https://entaksi.eu/console rather than links to other pages of the service.

This is because if internal links are reorganized for technical reasons, a "404 page Not Found" would be

returned, and in such cases, you will need to start from the main link.

5. Configuration

The configuration section of the eAMB service displays company master data and allows you to configure the general
properties of the preservation service such as user’s roles or notifications.

The menu contains:

¢ Company master data: section where it is possible to view the company master data entered in the service contract
(Company master data)

e Access management: section where it is possible to view the list of users connected to the selected company (Access
management).

¢ Notification: section where it is possible to configure the email notifications sent from the system (Notification).

¢ Classification scheme: section where it is possible to configure and manage the classification scheme of the company (
Classification scheme).

¢ Organizational areas: section where t is possible to configure and manage the company organizational areas
(Organizational areas).

5.1. Company master data

In the Company master data section it is possible to view the data submitted by the company during the service registration.

The data cannot be changed directly, because it refers to the service contract. For any changes it is necessary to contact
assistenza@entaksi.eu.

5.2. Access management

In the Access Management section, the list of users related to the company and to the contracted services is shown. The
association with the company and the service allows users to access all the various functions.

The page contains several sections dedicated to a specific service.
The display of these sections is dynamic: only the sections of the contracted services are shown.

In each section, users are listed and their role is shown.
Below there is a brief description of the items and filters in the list.

e Name: it is the user’s name.

e Surname: it is the user’s surname.

e Username: it is the user’s username.

e Email: it is the user’s email.

Role: it is the user’s role in the service.

Date of acceptance: it is the date the user was entered.

Data of revocation: it is the revocation date, when the user is revoked.

Additional data groups: it shows the visibility of additional data management.
e Status: user’s role status.

From this section it is possible:

o to sort the columns and filter the elements in the table as described in Console tables;
¢ to modify the user by clicking on @ only if the status of the role is "Activated";
e to delete the user by clicking on e only if the status of the role is "Activated".

The table below lists the possible values for the "Status" of the user role:

1SO 9001 | ISO 20000-1 | ISO 22301 | ISO 37001 Pag. 16 di 94

I 1 ENTAKS] L ‘ f’\ 1SO 27001 | ISO 27017 | ISO 27018 | ISO 27035

ETSI 319 401 | ETSI 319 411-1,2 | ETSI 319 421 | ETSI 119 511


https://entaksi.eu/console
mailto:assistenza@entaksi.eu

UM eAMB en 20230516 User manual V.14.0

Value Description

TO ACTIVATE The user is inserted, but the role is not yet active: the user can't access to the
eAMB service.

| ACTIVATED The user is inserted and the role is active: the user can access to the eAMB
service.

A role revocation is requested for the user.

- The revocation requested for the user is definitive (also confirmed by the
value of the revocation date): the user can’t longer access to the eAMB
service.

To insert a new user, click on the "Add" button. A new form opens where you have to enter the user’s name, surname and
email. You have also to select a profile among those available.

Each service has roles and dedicated configuration possibilities.

Mandatory fields are shown in red and you'll save only if they are correctly filled in.

5.2.1. eCON service access management

©CON Access

+ Add

eCON access on Azienda di Prova ¥l Q@

Mame 1] 7 Surname 1] T Email 1| ¥ Date of acceptance 1] W Date of revecation 1] T Role

Figure 10. Users list.

The table below shows the available roles for the eAMB service:

Description Enabling

Amministratore del servizio The user with this profile can access all the features of the service, including enabling new
(service manager). users.

Utente del servizio (service The user with this profile can access all the features of the service, excluding enabling new
user). users.

If the enabling of document visibility segregation on eCON has been requested, it can be entered when entering the user.
In fact, when you are entering the user, you can choose one of the listed segregation possibilities. So, the user can manage
only the eCON documents for which he has been enabled.

In case an user must have no restrictions (he can manage all documents), just do not select any item.

The system assumes the email from the service contract as service manager, which has privileges over all functions of the
service.

When the email address registers and connects to the Console, the personal data will be automatically enhanced with those
entered during registration.
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5.2.2. eAMB service access management

eCON Access eAMB Access

+ Add

eAMB access on eCONFIR | T | Q
Name 1| W Surname 7] ¥ Email 1| V  Dateof acceptance | V Date of revocation 1| Role Status 1| V
Mo elements

0 total elements | <¢ < > 10 v

Figure 11. Users list.

The table below shows the available roles for the eAMB service:

Description Enabling

Amministratore del servizio The user with this profile can access all the features of the eAMB service, including enabling

(service manager). new users.

Utente del servizio (service The user with this profile can access all the features of the eAMB service, excluding enabling
user). New users.

In case of digitization of analog documents by affixing digital signature by themselves (Digital copies of physical documents),
signatory users authorization must be requested in order to use the eSIGN Desktop, the Entaksi application to sign documents
( Digital copies of physical documents and eSIGN Desktop).

5.3. Notification

Entaksi Console provides a tool to configure email notifications automatically sent by the system after some functions.

You can configure your notification settings on the company to which you are associated through the "Notification" link in the
"Configuration" menu. If multiple companies are present, you can set different configurations for each one.

At first all the notifications are disabled: you can activate them by selecting the desired sending from the corresponding
dropdown for each company.
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Preservation system

Submission Information Package

Do not send
Send a notification by e-mail at the end of Submission Information Package validation process
Dissemination Information Package r 2 a
Do not send
Send a notification by e-mail when a required Dissemination Information Package is available for download
Waste identification forms
Documents on eDOC Do not send

Send a notification by e-mail when new waste identification forms are available on eDoc

Figure 12. Notification

The system can send notifications:
e at the end of Submission Information Package validation process;
¢ when a required Dissemination Information Package is available for download;
¢ when new waste identification forms are available in eDoc.

V.1.4.0

Notifications can be set to "Do not send" or "Always send", and at the conclusion SIP validation process also "Only in case of

error".

5.4. Classification scheme

The classification scheme is a tool to divide documents into sectors and categories, schematizing their competences and

functions in a logical way.

In this section, present only on some modules and visible exclusively for users authorized to manage, it is possible to view all

the Classification scheme present in the system, to insert a new ones and to modify those not yet active.

In this page, all the classification schemes entered in the system are listed.

iration  » Classification scheme
Classification scheme Q Search
Code 1| ¥ Description 1| ¥ Startdate 7| v End date | V Status 1| Y
2023-xxx Titolario v.0.2 30/10/2023 DRAFT

2023-001 Titolario v.0.1 12/06/2023 | coNFIRMED |

2 total elements 10 W

Figure 13. Classification scheme

Below is a brief description of fields preset in the grid.

e Code: code automatically assigned by the system in order to uniquely identify the classification scheme;
e Description: descprition enterd when saving the classification scheme;
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e Start date: effective date of the classification scheme;
¢ End date: end date of classification scheme. If empty, the classification scheme is active;
e Status: status of the classification scheme.

The table below lists the possible values for the "Status" of the classification scheme:

Value Description

The classification scheme entered is in Draft. You can modify and / or delete
it. This scheme cannot be used for document classification as it is not active.

_ The classification scheme is in confirmed status. You can use it for the

classification of documents up to its end date.

DRAFT

From this section it is possible:

e to sort the columns and filter the elements in the table as described in Console tables;

o to delete the classification scheme by clicking on g only if its status is "Draft";

o to duplicate the classification scheme by clicking on @ A new classification scheme will be created with the same tree
and same header data except the code which will be aaaa-xxx (see Entering a classification scheme) and the start date
which will be equal to the day after the duplication date;

¢ to enter in the classification scheme detail page by clicking on the row. If it is in "Draft" status, you can modify it. If it is in
"Confirmed" status, you can put it back in draft status only if its start date is after the current one. In any other case, you
can only see its structure or apply it only on eDOC, only on eCON or both on eDOC and eCON (see.Entering a
classification scheme) by clicking the "Apply" button at the top right;

¢ to add a new classification scheme by clicking on "Add".

Even if there are more classification schemes (confirmed or not), only one can be active. It is the one in confirmed status with
an absent (not entered) end date or with an end date greater than the current one.

5.4.1. Entering a classification scheme

By clicking on the "Add" button, a new page opens where you can insert a new classification scheme or modify an existing
one.

2024-xxx Descriptior DRAFT

Add new nodes to the classification scheme tree using the "Add root node’ button

Figure 14. Entering a classification scheme.

During the creation phase, the service assigns an identification code to the classification scheme.

This code will be composed as follows: yyyy-xxx where yyyy indicates the creation year and xxx the unique progressive
creation number.

The creation year is assigned immediately, therefore it will be visible even if the title is in draft status.

The unique progressive creation number, on the other hand, it will be assigned only in the confirmation phase of the
classification scheme.
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In order to insert and to uniquely identify a classification scheme, you have to enter the description and a start date (the date
from which the classification is valid).

It should be noted that the start date must not overlap with any start date of classifications previously entered in the system.
The service proposes the day following the date of creation as the default start date in order to prevent any error.

The expiry date may also not be entered: the system will automatically enter this date upon confirmation of a new
classification by reporting in this field the day before its start date.

To enter the classification of the daily protocol log you have to enter the classification tree first, and then to select a node
among those in the list.

The selected classification will be automatically reported in the generation of daily protocol logs until the Classification
scheme is valid.

This field is mandatory to confirm the classification scheme.

It will also be necessary to specify the scope of the Classification scheme by choosing one of the options in the list:

¢ only on the eDOC document service: the application of the Classification scheme exclusively concerns the display of
documents on the document service, the display of the archival register remains unchanged.

¢ only on the eCON preservation service: the archival register is automatically configured in accordance with the
Classification scheme exclusively for documents preservation: the display on the eDOC service remains unchanged.

e both on the eDOC document service and on the eCON preservation system: the archival register of documents is
automatically configured according to the structure of the applied Classification scheme: documents are preserved in
eCON and displayed on eDOC in accordance with the Classification scheme structure.

To change the classification of the daily protocol log is possible only in the draft status.

To cancel a previously entered value, click on .
To save the entered data, but not confirm classification, click on the "Save" button placed at the top right.

In addition to the description and the validity dates, it is necessary to define a document organization scheme of the company.
The service prevents you from confirming a classification without a saved scheme.

This classification scheme has a tree structure.

-+ Add root node

v = V-Titolo V - Fondi Speciali

~ = V.1- Organizzazione

+ Add child node

O V.11 - Nomine, ing 1ovi, incompatibilita
— Remove node

£ Edit node

Figure 15. Example of classification scheme structure

To insert the top-level parent node (the "root" node), click on the "Add root node" button.

To insert / edit / remove a "child" node, click with the right button of the mouse on the "parent” node: a menu drop-down
appears with the three options.

To delete a node, select the "Remove node" option. In addition to the selected node, all child elements will be removed.

To edit a node, in the code, description or retention rule, select the "Edit node" option, make the desired changes and click on
the "Save" button.

To insert a node click on the "Add node" option: a form will be displayed.
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Add classification

Code Description

Rules inherited from the previous node
Retention period hd
Notes

Figure 16. Entering a node.

To complete the entry, it is necessary to enter the code and description of the node, any additional notes, define a
conservation rule, choosing an element from those proposed in the list or inherit the rule of the "parent” node by ticking the
relevant item, and click the "Save" button.

You can choose to inherit the retention rule from the parent node only for child nodes. On the root nodes, this option is not
visible.

If you insert nodes without specifying any conservation rule, an alert icon is displayed next to the node in order to help you to
quickly identify the node with this missing data.

All actions on the node are automatically saved: it isn't necessary clicking the top right global save key.

By clicking on "Expand", all nodes of the tree will expand showing the whole structure of the tree.
By clicking on "Collapse", all nodes of the tree will compress showing only the "root" nodes.

By clicking on the "Print" button, it is possible to print the classification scheme with its retentation period.

By clicking on the "Confirm" button, the classification passes from the "Draft" status to the "Confirmed" one and, the system
automatically sets the end date of the current classification equal to the day prior to the start date of the newly confirmed
classification.

In the event that the classification is not active yet, you can make further changes by returning the status to draft click on the
"Modify" button.

In case of confirmed classification, it is possible to apply its structure both on eDOC service and eCON service by clicking on
the "Apply" button on the top right of the page.

5.5. Organizational areas

As defined in Article 50 TUDA, within the context of its legal system, each administration identifies the offices to be
considered to coordinate document management in large homogeneous organizational areas, ensuring uniform classification
and archiving criteria, as well as internal communication between the same areas.

This section is present only on some services and it is visible only to authorized users. In this section, the homogeneous
organizational areas are listed.
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Organizational areas I £ | Q search

Code 1| 7 Description 1| W

No elements

null total elements

Figure 17. Organizational areas.

e Code: it is the code of the homogeneous organizational area entered during insertion;
e Description: it is the description of the homogeneous organizational area entered during insertion.

From this section it is possible:
o to sort the columns and filter the elements in the table as described in Console tables;
¢ to enter in the organizational area detail page to modify it by clicking on the row;

e to add a new organizational area by clicking on "Add".

5.5.1. Entering organizational areas

By clicking on the "Add" button a new page opens where you can insert a new organizational areas.

+ Add organizational unit

There are no crganizational units

Figure 18. Entering organizational areas.

In order to uniquely identify an organizational area, you have to enter a code and a description.
To save the entered data, click on the top right "Save" button.

V.1.4.0

+ Add

To enter a new organizational area click on the "Add organizational unit" button. The inserted organizational units have a tree

structure.
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=+ Add organizational unit
v B2 UO1 - Unita 1

05 uot.L T Add child node

— Remove node
[ voi-L
£ Edit node

» [O U0z - Unitaz

Figure 19. Example of organizational area structure.

To insert / edit / remove a "child" node, click with the right button of the mouse on the "parent" node: a menu drop-down
appears with the three options.

To delete a node, select the "Remove node" option. In addition to the selected node, all child elements will be removed.

To edit a node, in the code, description or retention rule, select the "Edit node" option, make the desired changes and click on
the "Save" button.

To insert a node click on the "Add node" option: a form will be displayed.

Add node

Code Description

Figure 20. Entering organizational area units.

To complete the entry, it is necessary to enter the code and description of the node and click the "Save" button.

By clicking on "Expand", all nodes of the tree will expand showing the whole structure of the tree.
By clicking on "Collapse”, all nodes of the tree will compress showing only the "root" nodes.

6. eCON - Preservation

Once logged into the Entaksi Console, to access the interface of eAMB service you can click on the dashboard button
"Preservation”, so the "Submission Information Packages" page opens, or you can select one of the submenu items of the
"eCON" main menu: each item opens the respective page.

The "eCON" menu contains:

¢ Uploading SIP: in this section it is possible to manually upload .zip SIP generated by other systems procedures (Uploading
SIP).

SIP list: the list of all the information packages ready for storage (SIP) with the related identification data. See chapter SIP
List for the description of the list items.

AIP list: the list of Archival Information Packages (AIP) stored in the system with the related identification data. See
chapter AIP List for the description of the list items.

Search and request documents: it allows you to search stored documents and request DIP(s).

Search and document collections: the list of the last researches made on the system (Search and document collections).
DIP list: the list of all the required DIP packages. See chapter DIP list for the description of the list items.
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6.1. Preservation process

The process of IT document preservation consists of several phases, involving the Producer, the Company, and any third-
parties Users.

All documents submitted to the preservation system must be distinguished by a set of mandatory metadata defined by the
AglD Linee Guida (Guidelines).

The metadata managed by the system apply to various entities managed, documentary units, and archived files, making
possible the search and storage of archives according to the minimum set defined in Allegato 5 of AglID "Linee Guida sulla
formazione, gestione e conservazione dei documenti informatici" which the system can extend this with an additional
metadata model according to the different documentary types.

Metadata can be linked to the described object and subsequently stored in two ways: as (embedded) metadata, recorded in
index files at the file or documentary unit level, or as (external) objects, always referenced in the index but stored in separate
files. Entaksi used embedded metadata until July 8, 2024, when the new archival index with external metadata was
implemented.

The following provides an overview of the general framework of the preservation process, describing the various stages that
documents go through, from submission to permanent preservation.

6.1.1. Methods of acquiring submission packages

The Submission Information Packages (SIP) containing the documents to be preserved and uploaded into the system as
described in the Uploading SIP are subjected to a validation process that checks their integrity and a backup, where the
packages are stored until the documents are included in an archival package.

All operations performed on the SIP are recorded and stored in the system through an operations log.

6.1.2. Acceptance of submission packages and generation of the confirmation of
receipt

If the checks on the received Submission Information Packages are successful, the documentary units contained in them are
transferred to the temporary area for the creation of Archival Information Packages.

At the end of this operation, the system prepares the data for generating the confirmation of document receipt (i.e., for the
creation of a Confirmation of Receipt).

The Confirmation of Receipt (Rapporto di versamento, (RDV) in italian) is automatically generated and relates to a specific SIP,
uniquely identified by the Preservation System.

The confirmation of receipt is an XML file containing the index of the SIP it references, along with information processed
during validation, it includes data that determines the immutability of the archival units it contains, such as the hash of each
file within the SIP.

The time reference containing the acceptance date of the Submission Information Package is represented by the ISO 8601
format in the element /rdv/dataElaborazione.
The Confirmation of Receipt is digitally signed by the Preservation Service Manager.

The processing and digital signature of the confirmation of receipt and the document archiving activities are recorded in the
log of operations related to the acquisition of the SIP.

The Confirmation of receipt is kept for the entire preservation period of the documents within the SIP, based on the
document with the longest retention period.

6.1.3. Preparation and management of archival information packages

The documentary units of a successfully verified SIP are placed in the archival register identified during validation, in a
temporary area dedicated to the creation of a new AIP.

The creation of the Archival Information Package (AIP) involves reviewing the contents of the temporary areas of each
archival register, assembling the archival information package index, applying the digital signature of the Preservation Service
Manager and a timestamp, and including it in the AIP.

The various phases include:

¢ identification of the previous Archival Information Package;

1SO 9001 | ISO 20000-1 | ISO 22301 | ISO 37001 Pag. 25 di 94

I 1 ENTAKS} L ( ‘ f'\ 1SO 27001 | ISO 27017 | ISO 27018 | ISO 27035

ETSI 319 401 | ETSI 319 411-1,2 | ETSI 319 421 | ETSI 119 511



UM eAMB en 20230516 User manual V.14.0

e preliminary verification for the creation of Archival Information Packages;
o closure of the Archival Information Package.

The identification of the previous AIP involves locating the last closed package within the same archival register.
If there are no PDAs in the register, the new package will be numbered 1; otherwise, the package number will be incremented
by one from the previous package.

6.1.4. Preparation and management of the dissemination information package
for exhibition purposes

The system allows the user to search for and extract preserved objects display or dissemination of the same through
Dissemination Information Packages (DIP).
The Dissemination Information Package is made available as a ZIP file containing:

¢ adissemination index digitally signed by the Preservation Service Manager;
e the documentary units corresponding to the selection criteria;
e the set of preservation evidence.

6.2. Uploading SIP

If you want to upload an already formed SIP, you can use the "Uploading SIP" function in the eCON menu.

With eAMB it is also possible to upload .zip files produced by other software as long as they have a layout compliant with
current legislation.

The SIP must be a file in .zip format, with the possibility of choosing between the types of specific "Format".

I, Upload all

Generic package v

Uploading SIP

=+ Select file

ok
—

PDV2.zip -
—

Figure 21. Uploading SIP.

The following table describes the SIP validation formats managed by the system:

Table 3. SIP validation formats

Content Description

Generic package F999 is used for SIPs that contain a complete index, set by the producer,
describing all the metadata of the documentary units contained

Technical specifications of the .zip file format and of index types are described in the manual "UM 20150928 eDoc API User
Manual" available on the site www.entaksi.eu.
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To upload the package:

¢ select the format of document you wish to upload;

click on the "Select file" button and select one or more packages, or simply drag them into the section;

by clicking on "Upload all" all the packages in the section are imported into the system at the same time;

by clicking on "Abort all" the previously started import is aborted: in any case, the files already successfully uploaded are
not aborted and they are present in the system;

by clicking the keys in the single file row:
° : only the relative file is uploaded;
° : the import of the single file is aborted, but only if it is still in progress and not completed;
° : the single file is removed from the list.

The "Previous preservation system package" option, which is exclusively active only after a commercial agreement for each
individual company, allows you to upload a Submission Information Packages from another preservation system.

&, Upload Abort |l @ New upload

Previous preservation system package v

Assisted upload

Document description Digital preservation system of provenance

Year of documents Document type e

+ Select file

Precedente_Conservatore.zip

Figure 22. Previous preservation system package upload

This function allows you to load any file from a previous preservation system by indicating the items: "Document description”,
"Digital preservation system of provenance", "Year of documents”. In order to enter the file, click on the "Select file" button or
drag the file directly into the section.

By clicking on the button the file will remove and you will be able to select another file.

By clicking on the "Upload" button the files will import into the system and by clicking on the "Abort" button the import will
abort only if it has not already finished.

By clicking on the "New upload" button, the page will initialize again to allow you to enter another package.

6.2.1. Metadata

Metadata is an attribute that describes the documents content. It is declared in the SIP index, and it can be:

e automatically set by the system;

e manually entered by the user;

o derived from integration procedures with other software via API.
Metadata is a fundamental part of the archived documentation, as the system allows the search of documents only by
querying its values in the SIP index.

The following table shows the correspondence between metadata and search keys, and their description. The search functions
are described in the chapter Search and request documents .

Table 4. Research metadata.
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Search key Metadata Obligatory Description

Dublin Core

Abstract terms:abstract No Summary of document content: for some
document types, in the absence of metadata
specifications, may contain information about
the content that you deem necessary for the
search of the document.

Access Rights | terms :accessRights No Indicates the access rights to the document.

Contributor | terms:contributor No In the dossiers produced by Public
Administration entities, it indicates (in one or
more occurrences) the IPA code of the
administration participating in the proceeding
according to the IPA:<code> syntax.

Creator terms:creator No In the dossiers produced by Public
Administration entities, indicate the IPA code
of the administration in charge of the
proceeding according to the IPA:<code>
syntax. Nei

Date terms :date Yes Signature date of the document.

Date terms :dateAccepted No In received documents, it is the posting date

Accepted of the document.

Date terms:dateSubmitted No In sent documents, it is the date the

Submitted document was sent.

Dscription terms:description No Extended description of the document.

Extent terms:extent Yes Document size (e.g. 2345 bytes)..
Automatically valued.

Format terms:format Yes The mime type format of the LUL. For PDF it
is always the same as "application/pdf". With
"analogico" value, it indicates that the
document treated was previously analog, and
it was converted to a PDF/A and digital
signed when the SIP has been created.

Has part terms:hasPart No The URN code of the document unit in
addition to the unit documentary of the
described document. It can be repeated many
times. When it is applied to a dossier, each
term indicates one of the documentary units
contained in the dossier.

Identifier terms:identifier Yes Document ID in the preservation system.

Is Part Of terms:isPartOf No URN code of the document unit containing
the described file.

| 3 enraksisoLumons
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Search key

Metadata

Obligatory

Description

Is Referenced
By

terms:isReferencedBy

No

Document URN.

Medium

terms

:medium

No

The mime type format of the container used
for the document, for example
application/pkcs7-mime for files
included in a digitally signed PKCS#7
envelope.

Provenance

terms

.provenance

No

The Dublin Core terms:provenance
metadata containing the URN of the unit is
applied to the documents for which the
previous archiving proof is archived.

Publisher

terms

:publisher

No

Descriptive metadata which contains the
previuos preservation system information.

References

terms:

references

No

The URN code of the sub-document it refers
to.

Replaces

terms:

replaces

No

It indicates the name of the document to
correct in case of modification (metadata
modification:number with value greater
than 1). It contains the 20-character eCON
document identifier or the file name in the
SIP.

Source

terms

.source

Yes

URN code of the file described according to
the syntax of the provenance SIP.

In the Archival Information Packages
metadata contains the URN of the Submission
Information Packages from which the
documents come from, repeated for each
involved Submission Information Packages. It
is automatically set on archiving.

Subject

terms:

subject

Yes

Summary string that contains the type,
month, year, surname and first name of the
document subject. Eg: "Payroll March 2017
ROSSI MARIO".

Title

terms:

title

Yes

Filename.

Type

terms:

type

Yes

The type of documents contained in readable
terms.

Document

Document
year

documento:anno

Yes

The reference year of the document,
extracted from the date. Automatically
valued.
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Search key Metadata Obligatory Description
Document documento :aoo No Organizational area. With reference to the
aoo producer, it identifies the organizational area
to which the document belongs in case of
multiple document streams.
Document documento:classe No If present, it is the class code of the document
class classification.
Document documento :conservazione Yes Document preservation time. It is
preservation automatically valued by the system according
to the document type.
Document documento :data Yes Date of the document.
date
Document documento :datainizio No Starting date of the document reference
start date period (only for documents that have a
reference period).
Document documento:dataprotocollo No Value used to indicate the protocol date
protocol date assigned during the reception in the received
documents.
Document documento:dataregistrazione No Date of entry in the VAT registe.
registration
date
Document documento :datatermine No Document end date. See "Document start
end date date".
Document documento:flusso Yes It indicates the document flow, and it can
flow assume the following values:
- U =in exit
- E =in entrance
- | = Internal.
It is automatically valued.
Document documento : formato Yes It indicates the document format as defined
format by Annex 2 of the "Guidelines on the

creation, management and preservation of IT
documents".
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Search key Metadata Obligatory Description

Document documento : formazione Yes It indicates the document creation process,

training and it is valued with one of the following
letters:
a) creation through the use of software tools
that ensure the production of documents in
the formats provided for in Annex 2 of the
Guidelines; b) acquisition of an IT document
electronically or on IT support, acquisition of
the copy by image on computer support of an
analogical document, acquisition of the IT
copy of an analog document;
c)storage on computer support in digital
format of the information resulting from IT
transactions or processes or from the
electronic presentation of data through forms
made available to the user;
d) generation or grouping, even automatically,
of a set of data or records, coming from one
or more databases, also belonging to several
interoperable subjects, in accordance with a
predetermined logical structure and
memorized in static form.

Document documento :numero No Progressive number of the document, if any.

Number

Lot position | documento :posizionelotto No The index of the position of the document
described within the archived container file
(only if the archived file is a format that can
contain multiple documents).

Document documento :primanota No In received documents, it indicates the

'prima nota' registration protocol assigned in the 'prima
nota'.

Document documento :protocollo No Value available to indicate the protocol

protocol number assigned during reception in the
received documents

Document documento:registrazione No In the received documents indicate the

registration protocol assigned in the VAT register.

Document documento :sezionale Yes Sectional of the document, if not present it

sectional acquires the empty value "_default".

Document documento :sottoclasse No If present, it is the sub-class code of the

sub-class document classification.

Document documento:tipo Yes Document type, selectable from the list of

type documents provided by the system.

Document documento :titolario No If present, it is the code of the classification

classification scheme.

scheme
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Search key Metadata Obligatory Description
Document documento :titolo No If present, it is the category code of the
category document classification.
Document documento:tipoRegistro No If present it can be:
type registry - Nessuno (Nothing)
- Protocollo Ordinario/Protocollo Emergenza
(Ordinary protocol/Emergency protocol)
- Repertorio/Registro (Repertoire/Register).
Modify
Modify author| modifica:autore No It corresponds to the author (or producer) of
the correction.
Modify date |modifica:data No It corresponds to the date and time of the
modified document.
Modify modifica:numero No It is the version number of the document.
number
Modify type | modifica:tipo No Indicates the type of modification made to
the document and can assume the following
values: - Annullamento (Annulment)
- Rettifica (Correction)
- Integrazione (Integration)
- Annotazione (Annotation).
Verify
Certified verifica:conforme Yes It indicates whether the document is a
digital copy of certified replacement, value "vero" (true) or
physical "falso" (false).
documents
Digital verifica:firma Si It indicates whether the document is digitally
signature signed, value "vero" (true) or "falso" (false).
Digital verifica:marca Si It indicates whether the document is digitally
timestamp marked, value "vero" (true) or "falso" (false).
Electronic seal | yerifica :sigillo Si It indicates whether the document ¢ digitally
sealed, value "vero" (true) or "falso" (false).
Intermediary
Intermediary | intermediario:codicefiscale No Intermediary Tax Code (mandatory if the tax
Tax Code ID is not indicated).
Intermediary |intermediario: cognome No Intermediary surname (in case of a natural
surname person).
Intermediary |intermediario:idfiscale No Tax identifier composed of the country code
tax ID and the VAT number of the third party

intermediary (mandatory if the tax code is not
indicated).
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Search key Metadata Obligatory Description
Intermediary |intermediario :nome No Intermediary name (in case of a natural
name person).
Intermediary | intermediario:ragionesociale No Intermediary Company name (in case of a
Company legal person).
name
Intermediary | intermediario:tipo No Intermediary type, it can have the following
type values:
- PF for Natural Person
- PG for Legal Person
- PAI for Italian Public Administrations.
Intermediary |intermediario:codice No Code assigned to the intermediary
code
Sender
Sender tax mittente:codicefiscale Yes Sender Tax Code (mandatory if the tax ID is
code not indicated).
Sender mittente:cognome Yes Sender surname (mandatory in case of natural
surname person).
Sender tax ID |pittente:idfiscale Yes Tax identifier composed of the country code
and the VAT number of the sender
(mandatory if the tax code is not indicated).
Sender name |pittente :nome Yes Sender name (mandatory in case of natural
person).
Sender PEC | pittente:pec No Sender PEC.
Sender mittente:ragionesociale Yes Sender Company name (mandatory in case of
Company a legal person)
name
Sendertype |mittente:tipo Yes Sender type, it can have the following values:
- PF for Natural Person
- PG for Legal Person
- PAI for Italian Public Administrations.
Sender code |mittente:codice No Code assigned to the sender
Producer
Producer tax | produttore:codicefiscale Yes Producer Tax Code (mandatory if the tax ID is
code not indicated).
Producer produttore:cognome Yes Producer surname (mandatory in case of
surname natural person).
Producer tax produttore:idfiscale Yes Tax identifier composed of the country code
ID and the VAT number of the producer

(mandatory if the tax code is not indicated).
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Search key Metadata Obligatory Description
Producer produttore:nome Yes Producer name (mandatory in case of natural
name person).
Producer produttore:ragionesociale Yes Producer Company name (in case of a legal
Company person).
name
Producer produttore:tipo Yes Producer type, it can have the following
Type values:
- PF for Natural Person
- PG for Legal Person
- PAI for Italian Public Administrations.
Producer produttore:codice No Code assigned to the producer
code
Recipient
Recipient tax | destinatario:codicefiscale Yes Recipient Tax Code (mandatory if the tax ID is
code not indicated).
Recipient destinatario:cognome Yes Recipient surname (mandatory in case of
surname natural person).
Recipienttax | destinatario:idfiscale Yes Tax identifier composed of the country code
ID and the VAT number of the recipient
(mandatory if the tax code is not indicated).
Recipient destinatario :nome Yes Recipient name (mandatory in case of natural
name person).
Recipient PEC | destinatario: pec Yes Recipient PEC.
Recipient destinatario:ragionesociale Yes Producer Company name (in case of a legal
Company person).
name
Recipient type| destinatario:tipo Yes Recipient type, it can have the following
values:
- PF for Natural Person
- PG for Legal Person
- PAI for Italian Public Administrations.
Recipient destinatario:codice No Code assigned to the recipient
code
Fixity
XML fixity:canonicalXML No It is valid only for files in XML format. It is
canonical "true" if the file has been reduced to a
form canonical form before calculating the digest.
Base64 digest fixity:messageDigest Yes The Base64 representation of the file digest

calculated according to a given algorithm.
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Search key Metadata Obligatory Description

Digest fixity :messageDigestAlgorithm Yes The algorithm by which the file digest was

algorithm calculated.

Digest fixity:messageDigestOriginator Yes The application that calculated the file digest

originator (this is "edoc" if the digest is calculated from
preservation system).

PEC

PEC direction | pec:direzione Yes Direction of the email message.

PEC operator | pec:gestore Yes PEC mailbox manager.

PECid pec:msgid Yes Email message identifier (handler).

PEC message | pec:id Yes Email message identifier.

id

FIR

FIR copy fir :numero Yes The unique progressive document number

number provided by the printer.

FIRnumber | fir:copia Yes It indicates which copy of the FIR it is (it can
have a value from 1 to 4).

FIR recipient | fir:pec Yes It is the PEC of the recipient of the FIR 4th

PEC copy (the producer of the waste).

Waste _extra:denominazionerifiuto No Free descriptive item for the treated waste.

designation The limit is 250 characters.

Local unit _extra:unitalocale No It indicates the place of departure of the
waste.

Place of _extra:luogodestinazione No It indicates the place of destination of the

destination waste.

Transporter | extra:indirizzotrasportatore No It indicates the address of the transporter of

address the waste.

CER _extra:cer No European Waste Code (EWC), 6 alphanumeric
characters.

Physical state | extra:statofisico No It indicates the physical state of the waste. It
can be entered with a number from one to
four:

1. Powdery solid 2. Non-powdery solid 3.
Shovelable muddy 4. Liquid

Danger _extra:pericolo No Free descriptive item codified by the Ministry
of the Environment.

Destination | extra:destinazione No It matches a 3-character value that indicates

recovery (R1 to R13) or disposal (D1 to D15).
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Search key Metadata Obligatory Description

Gross _extra:lordo No It indicates the estimated gross weight of the
waste.

Tare _extra:tara No It indicates the estimated tare of the waste.

Net _extra:netto No It indicates the estimated net weight of the
waste.

Unit of _extra:um No Waste measurement unit (kg or litres). It

measure refers to net weight.

Transport _extra:normativatrasporto No It indicates whether the transport is subject

regulations to the ADR/RID regulation for danger waste.

Plate _extra:targa No The license plate of the vehicle.

Trailer plate | _extra:targarimorchio No The license plate of the trailer.

Driver _extra:conducente No Item containing the name and surname of the

actual driver of the transport.

Transport _extra:iniziotrasporto No The start date of the transport, indicated in
start the format "yyyy-mm-ddThh:mm:ss+00:00"
(the last 4 digits refer to the timezone).

Outcome _extra:esito No It contains information on the transport
otcomee. It can be one of the following
values

1. Totally accepted 2. Partially accepted 3.

Rejected
End of _extra:finetrasporto No DTransportation end date, indicated in the
transport format "yyyy-mm-ddThh:mm:ss+00:00" (the

last 4 digits refer to the timezone).

Net _extra:destinonetto No It indicates the net weight of the waste at
destination destination.

UM _extra:destinoum No Indicate the unit of measurement at the
destination destination.

Not accepted | extra:nonaccettato No Metadata containing the reason why the

waste was not accepted.

6.2.2. Example of FIR generic package index

The example refers to a submission packet index containing a Waste Identification Form (FIR).

Index shows the producer of the waste (identified as "sender" in the metadata), the recipient of the waste ("recipient") and the
carrier of the waste ("intermediary").

This metadata nomenclature, although it may be improper, is typical of all documents in the preservation system, and is
maintained as such for reasons of internal document order.

In the preservation system the metadata "producer” does not identify who produced the waste, but the document: it is the
data of who is bringing the document into storage, i.e. the direct customer of the eCON service.
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According to art. 118 of the Consolidated Environmental Law D.Lgs. 152/06, the carrier must send within three months from
the date of delivery of waste (6 months for cross-border shipments) the fourth copy of the FIR to the producer.

In this case the example is constructed as follows: the transporter Mario Rossi intends to send to the producer "Eco Rossi

s.p.A" the fourth copy of the FIR.
Eco Rossi s.p.A has entered into a contract for the eCON service, and wants that the fourth copy is kept and published in the

management system related to the eCON system.
The file in question is a pdf file called "FIR_XNI1026877/19.pdf".

It is poured into preservation with a generic F997 package, so the package validation procedure performs the conversion to
PDF/A and applies the digital signature.

The index is constructed as follows.
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<?xml version="1.8" encoding="UTF-8"?>
<pdv xmlns:terms="http://purl.org/dc/terms/" xmlns="http://entaksi.eu/schemas/econ/1.08/">
<formato>F997</formato> @
<fileGroup> @
<dc> ®
<terms:type>Formulario Identificazione Rifiuti</terms:type> @
<terms:subject>FIR XNIB26877/19</terms:subject> ®
<terms:format>analogico</terms:format> ®
</dc>
<metadata key="produttore:idfiscale">IT081234567890</metadata> @
<metadata key="produttore:ragionesociale">Eco Rossi S.p.A.</metadata>
<metadata key="mittente:idfiscale">IT01234567890</metadata>
<metadata key="mittente:ragionesociale">Eco Rossi S.p.A.</metadata>
<metadata key="destinatario:idfiscale">IT81122334455</metadata> @
<metadata key="destinatario:ragionesociale">Verdi Rifiuti S.p.A.</metadata>
<metadata key="intermediario:codicefiscale">RSSMRA24N8BR839F</metadata> @
<metadata key="intermediario:nome">Mario</metadata>
<metadata key="intermediario:cognome">Rossi</metadata>
<metadata key="documento:anno">2019</metadata> @
<metadata key="documento:tipo">D85</metadata>
<metadata key="documento:sezionale">fir</metadata>
<metadata key="documento:data">2019-02-01</metadata>
<metadata key="fir:numero">XNI826877/19</metadata> @
<metadata key="fir:copia">4</metadata>
<metadata key="fir:pec">ecorossi@pec.it</metadata>
<metadata key="_extra:denominazionerifiuto">Polveri cantiere</metadata> ®
<metadata key="_extra:unitalocale"”>VIA MENTANA, 1 18042 NICHELINO (TO)</metadata> @
<metadata key="_extra:luogodestinazione">via Empoli, 2, 57122, LIVORNO (LI)</metadata> ®
<metadata key="_extra:indirizzotrasportatore">via DEL CAMPO, 7, 24100 BERGAMO (BG)</metadata> @®
<metadata key="_extra:cer">180103</metadata> @
<metadata key="_extra:statofisico">2</metadata>
<metadata key="_extra:pericolo">HP9</metadata>
<metadata key="_extra:destinazione">D15</metadata> @
<metadata key="_extra:lordo">30,0000</metadata>
<metadata key="_extra:tara">0</metadata>
<metadata key="_extra:netto">30,0000</metadata>
<metadata key="_extra:um">kg</metadata>
<metadata key="_extra:normativatrasporto”>si</metadata>
<metadata key="_extra:targa">EP655EL</metadata>
<metadata key="_extra:targarimorchio">FB812PW</metadata>
<metadata key="_extra:conducente">CARBONE MARCO</metadata>
<metadata key="_extra:iniziotrasporto">2019-01-28T15:15:15+02:00</metadata>
<metadata key="_extra:esito">Rifiutato per intero</metadata>
<metadata key="_extra:finetrasporto">2019-01-28T15:20:03+02:00</metadata>
<metadata key="_extra:destinonetto">40,0000</metadata>
<metadata key="_extra:destinoum">kg</metadata>
<metadata key="_extra:nonaccettato">Rifiutato eccedenza 10kg</metadata>
<registro>urn:entaksi:IT01234567890: _default:reg:2019:D85:fir</registro>
<file>
<dc>
<terms:title>FIR_XNIB26877/19.pdf</terms:title>
<terms:format>application/pdf</terms:format>
</dc>
</file>
</fileGroup>
</pdv>
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Metadata

Description

The F997 format indicates that it is a digital copy package of analog document. The document is declared analog
(see point 6), therefore the system provides for the conversion to PDF/A and the subsequent validation with
digital signature in the presence of delegation for the Digital Preservation Manager.

This is an internal information used for package validation

The file consists of a sequence of one or more fileGroup tags each representing a documentary unit (a
document) sent for preservation. The tag is called fileGroup because it can contain more than one file, where
the first file is the main file related to the actual document, while the next files are attached or attached to the
file. In the case of FIR, each fileGroup contains a single FIR.

The document unit’'s metadata is indicated by a group of tags with namespace terms located within the dc tag
and a series of metadata tags that have a key attribute and value.

Dc metadata is Dublin Core metadata, an international standard for classifying documents according to archival
criteria. Metadata is other metadata related to management policies.

The term Dublin Core terms : type contains a user-friendly description of the archived document type. For FIR
it always corresponds to "Waste ldentification Form".

The term Dublin Core terms:subject contains a description of the archived document. In this case it is
indicated "FIR XNI026877/19", that is the unique code of the FIR.

The metadata at the level of filegroup terms : format with the value "analog" indicates that the document
treated was previously analog, and it was converted to PDF/A and the digital signature was affixed when
creating the package.

Metadata tags provide a wide variety of metadata for storing documents. Those with the prefix "_extra" are
not retained with the document, but are considered only in the research management. All others are stored, and
used to search for and generate distribution packages. The first three metadata identify the producer, declaring
with the key produttore:idfiscale the fiscal identifier (composed of the country code, IT for Italy, and the
VAT number), and with produttore:ragionesociale the name of the producer. This data refers to the
producer of the document as the person who submits the document into the preservation system. In our
example it coincides with the waste producer (sender, see. Point 8).

The metadata tags with keys equal to mittente:codicefiscale, mittente :nome and
mittente:cognome, for natural persons, and mittente:idfiscale and mittente:ragionesociale for
legal persons, indicate the data of the recipient of the waste producer.

The metadata tags with keys equal to the destinatario:codicefiscale, destinatario:nome and
destinatario:cognome, for natural persons, and destinatario:idfiscale and
destinatario:ragionesociale, for legal persons, indicate the data of the recipient of the waste.

10

The metadata tags with keys equal to intermediario:codicefiscale, intermediario:nome and
intermediario:cognome, for natural persons, and intermediario:idfiscale and
intermediario:ragionesociale for legal persons, indicate the data of the recipient of the waste.
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Metadata | Description
11 Metadata tags with the documento : prefix key: define the data you need to identify and place the document
in the archive.
® documento:anno must coincide with the year indicated in the documento:data’.
® documento:tipo type is the code of the document type. The FIR is listed in D85, meaning "Other
documents".
® documento:sezionale is, for the types of documents not listed and generic, the specification of the type
document. For FIR corresponds to "fir".
® documento:data defines the date of the document which, for FIR, means the closing date of the fourth
copying.
12 The metadata tags with the key prefixed by fir: define the FIR identification data:
® fir :numero is the unique sequence number of the document provided by the printer.
¢ fir:copia indicates which copy of the FIR it is, in our example the fourth (can have a value from 1 to 4).
® fir:pec means the PEC of the recipient of the 4 copy of the FIR, ie the producer of the waste (see para. 7)
13 The metadata tags with the key prefix _extra: define the data that will be used in the publishing management
system for the FIR. They therefore correspond to the internal data of the document that can be called up for
research. These metadata are not retained, and in this example are all the available fields. The first,
_extra:denominazionerifiuto name is a free descriptive field for treated waste. The limit is 250
characters.
14 _extra:unitalocale is the starting point of the waste.
15 _extra:luogodestinazione indicates the destination of the waste.
16 _extra:indirizzotrasportatore indicates the address of the carrier.
17 _extra:cer is the European waste code (CER). 6 alphanumeric characters.
18 _extra:statofisico indicates the physical state of the waste, which can be valued with a figure from one to
four corresponding to:
1. Powdery solid
2. Solid, not powdery
3. Shovellable muddy
4. Liquid
19 _extra:pericolois a free descriptive field encoded by the Ministry of the Environment.
20 _extra:destinazione corresponds to a 3 character value indicating recovery (R1 to R13) or disposal (D1 to
D15).
21 _extra:lordo means the estimated gross weight of the waste.
22 _extra:tara means the estimated tare weight of the waste.
23 _extra:netto means the estimated net weight of the waste.
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24 _extra:um uof waste measurement (kg or litres). Refers to net weight.

25 _extra:normativatrasporto indicates whether transport is subject to ADR/RID for dangerous waste.

26 _extra:targais the license plate of the vehicle.

27 _extra:targarimorchio is the trailer license plate.

28 _extra:conducente containing name and surname of the actual driver of the transport.

29 _extra:iniziotrasporto éis the transport start date, indicated in the format "aaaa-
mmggThh:mm:ss+00:00" (the last 4 digits refer to the time zone).

30 _extra:esito contains information on the outcome of transport, and can take three values:

1. Accepted in full
2. Accepted in part
3. Refused

31 _extra:finetrasporto is the end of transport date, indicated in the format "yyyy-mm-ggThh:mm:ss+00:00"
(the last 4 digits refer to the time zone)

32 _extra:destinonetto indicates the net weight of the waste at destination.

33 _extra:destinoum indicates the measuring unit of the waste at destination.

34 _extra:nonaccettato is the metadata that contains the reason why the waste was not accepted.

35 The registro tag specifies the document storage log that can be derived from previous metadata according to
this syntax: urn: entaksi:<id-fiscale-produttore>:<unita-
organizzativa>:<reg:<anno>:<tipo-documento>:<sezionale>
If the company has several organisational units (which also corresponds to the registration of several different
business entities in the system), the organisational unit code shall be entered in the register. O